Electronic certification


 Document: TC-RPPO10/04




Agenda item:11.3 


22nd Technical Consultation
10-16197
TC point 11.3

Subject: electronic certification
Introduction

TC-21 reviewed the developments regarding electronic certification and considered in particular the outcome of the Electronic Certification Workshop organized by NAPPO and held in Canada (May 2009). 

It was noted that one important area of work for the follow-up meeting is to ensure that the UN-CEFACT SPS certificate can be adapted to meet all of the requirements in ISPM No 12. Likewise, it was recommended that explanatory material should be developed and circulated to increase understanding of E-certification.

To encourage other regions and countries to get involved it was agreed to form a steering committee to address electronic certification (with a rotating chair). The steering committee could be charged with moving the initiative forward and at some stage the CPM could recognize the work of the steering committee, much as the PRA steering committee worked.

At this moment the following regions have nominated the following persons:

NAPPO
Nathalie Bruneau (Canada)

EPPO

Nico Horn (Netherlands)

PPPO

Peter Johnston (New Zealand)

APPPC
Ms Seiki Jeon (Korea)

CPM-5

The CPM-5 discussed the status of E-certification and the discussion can be summarized as followed (quoted from CPM-5 report, see also appendix 1):
15.1 Electronic certification

141. The Secretariat presented an update on international developments with regard to electronic

certification52. The outcome proposed was a global standard for phytosanitary electronic certification. The Secretariat reported on the “Electronic Phytosanitary Certification International Workshop” that was held in Ottawa, Canada, on 19-21 May 2009. The meeting had been organized by NAPPO and Canada. It was encouraging that there was a substantial increase in the number of countries interested in electronic certification and that a significant number of developing countries had attended the workshop. Much of the Secretariat’s paper had been based on outcomes from that meeting. The Secretariat advised that reference throughout the paper to ‘Annex’ needed to be changed to ‘Appendix’ as inclusion of electronic certification as an Appendix in ISPM 12 was not intended to create obligations for members.

142. The concept of phytosanitary electronic certification only relates to the transmission of

phytosanitary certification data from one country to another by electronic means. The different phases of the process were outlined, as well as proposed future steps and tasks. The Secretariat noted that there were already working groups functioning; it would be good to continue with these working groups on Phyto eCert within the CPM work programme. The Secretariat noted that the aim would be to have an international standardized approach that could be implemented on a bilateral basis.

143. Some members proposed changes to various parts of the text, including to add that procedures for re-export should be developed for a transitional period when electronic and paper certificates are used in parallel, and to ensure that the development and adoption of ISPMs 7 and 12 was not delayed. Another member mentioned that challenges would include transmitting data in a more secure manner, as well as issues of ownership and responsibility. One member requested confirmation that the process undertaken by IPPC would be the standard setting process and suggested that the completion date of 2012 be maintained. Some members thanked the Secretariat for its work, mentioned electronic certification activities they had undertaken and noted that technical assistance might be needed for developing countries to adopt electronic certification.

144. The CPM:

1. Considered the report on Phyto eCert and recommended improvements in the proposed Phyto eCert work programme as presented in Appendix 18.

2. Agreed that this be given high priority;

3. Adopted the proposed work programme with Phyto eCert to be included as an appendix to the revised ISPM 12, with the proviso that the revision of ISPMs 12 (and 7) and their adoption should not await or be delayed by the parallel work on electronic certification, and to be made available on the IPP as an Phyto eCert toolkit;

4. Agreed to submit this appendix to ISPM 12 through the standard setting process.

5. Agreed to an annual open-ended working group on Phyto eCert for the next two years, to be funded from extra-budgetary resources, to facilitate the exchange of experiences and improve collaboration and cooperation between interested countries;

6. Welcomed further initiatives by the Technical Consultation among RPPOs to encourage countries to participate fully in the development of the Phyto eCert programme and make resources available as appropriate.

CPM-5 welcomes further initiatives by TC-22. This document is intended to propose a way forward for initiatives by the TC.

Follow-up on CPM-5

· Dave Nowell clarified that in order to include an appendix on E-certification in ISPM No 12 (under revision), the final text should be ready by 31 December, 2010.
· The virtual EWGs, established during the 2009 Workshop have not dealt with the issues further after CPM-5. It is advised to call them  IPPC EWGs. 

· The Steering Committee has (at least) partly established but does not function yet.

Concluding, not much happened as far as international coordination is concerned and it is important that TC maps out a way forward in order not to loose the momentum.

Proposal for follow-up
The following is a package of suggestions for consideration, commenting and decision-making by the TC-22:

To establish an EWG and an open-ended EWG (OEWG):
1. IPPC OEWG E-certification

Purpose: to develop support for E-certification in all regions and provide leadership for this issue in particular:

· establish elements and requirements for security and authenticity (e.g. regarding electronic equivalent of stamp and signature and protection against unauthorized changes and unauthorized viewing of the data)

· advice and recommend policy issues (e.g. choice of coding systems)

· mode of transmission of electronic certificates (push or pull, bilaterally or with central pool)

· identify and advice for practical problems during transition (e.g. concerning transit and re-export)

Membership: the established steering committee is proposed as core of this OEWG and can be expanded with those who have an interest. It is important to nominate a moderator.

2. IPPC EWG E-certification

Purpose: address specific implementation issues and propose solutions including:

· agree standard XML-scheme (which may be the content for the E-certification appendix to ISPM No 12)

· explore which entries should be standardize e.g. names/codes for plants and pests, codes for units, codes for intended uses

· advice what elements are needed for security and authenticity and how these can be ensured

Membership: this group should be a mix of NPPO and IT expertise. It requires one meeting in person to establish an agenda and planning for a number of virtual meetings. The small EWG which would follow up from the NAPPO workshop could merge and work on these issues. 

Communication between the two groups is essential and it is proposed that the moderators of the two groups ensure good coordination between them.

Both groups should be requested to report to CPM-6.
Appendix 1
COMMISSION ON PHYTOSANITARY MEASURES

Fifth Session

Rome, 22-26 March 2010

Electronic certification
Agenda Item 15.1 of the Provisional Agenda

I. Background
1.
The Fourth Session of the CPM requested the IPPC Secretariat to investigate further the current status of electronic certification within the framework of the IPPC and to present potential options for consideration at CPM-5.

2.
The Netherlands, through the Secretariat, had provided CPM-4 with an update on the current status of electronic certification (CPM 2009/33).

3.
A staff member from the IPPC Secretariat attended the “Electronic Phytosanitary Certification International Workshop” held in Ottawa, Canada, on 19-21 May 2009 hosted by the North American Plant Protection Organization (NAPPO) and the Canadian Food Inspection Agency (CFIA). This meeting gave the international phytosanitary community the first opportunity to discuss this issue in depth. The programme and report of this workshop can be found at: http://www.nappo.org/E-Cert%20Symposium5-09/E-CertWorkshop-e/E-Cert-05-09-e.htm. In addition to the paper presented at the Fourth Session of the CPM, the Secretariat has drawn the following from these discussions and agreements that were reached during this workshop.

II. What is electronic certification?
4.
It was evident during initial discussions that there was no common understanding of the term "electronic certification".

5.
It is essential that NPPOs and RPPOs agree that in the context of phytosanitary work "electronic certification" means: 
“...the authenticated and secure electronic transmission of phytosanitary certification data, including the certifying statement, from the National Plant protection Organization (NPPO) of the exporting country to the NPPO of the importing country.” 

6.
It is clear that many NPPOs are currently not separating the electronic certification process from the overall electronic management of their export certification system when using the term. In fact, electronic certification is only a small part of the overall phytosanitary information management system (see Annex 1).
7.
Text processing or other electronic generation of paper forms should not be included in the definition of electronic certification. The faxing or e-mail transfer (e.g. PDF files) of a paper certificate should also not be covered by this term.
8.
Electronic Certification is not concerned with the exporting countries' inputs into the export certification process prior to the issuance of the phytosanitary certificate, nor is it concerned with the use of certification data by the importing country, i.e. it only covers the communication and receiving of the electronic phytosanitary certification data, as a substitute for the paper phytosanitary certificate.

III. Requirements for electronic certification
9.
Given the information on electronic certification shared during CPM-4 (2009) and further developed by the international workshop, a number of generally agreed concepts and processes have been agreed.

· The content of the certification data exchanged using electronic certification should contain the same elements as a paper certificate, in accordance with ISPM 12.
· The certificate data exchanged should be formatted using XML.
· The certificate data XML structure should follow the agreed Phyto XML data Schema that aligns with the UN/CEFACT SPS data Schema.
· Both the content of the XML message and the method of transfer should ensure the authenticity of the information being exchanged electronically. The means of transmission must be such as to provide certainty that the electronic certification data has been supplied by the NPPO of the exporting country.
· The transfer protocol implemented should ensure that the electronic certification data is protected so that the data cannot be changed or read by any party during transfer.
IV. Observations
10.
From the discussion at the NAPPO electronic certification workshop it was evident that phytosanitary certification has not utilized electronic certification to the same extent as in the food safety and animal products sectors. This provides the opportunity to learn from these sectors to design more efficient and practical electronic phytosanitary certification systems.
11.
New terminology needs to be understood by contracting parties when talking about electronic certification.

	eCert (IPPC) 
	the authenticated and secure electronic transmission of phytosanitary certification data, including the certifying statement, from the National Plant Protection Organization (NPPO) of the exporting country to the NPPO of the importing country. 

	eCert (UN/CEFACT) 
	electronic certification system for government-to-government sanitary and phytosanitary certificates issued for traded food and agricultural commodities (ECE/TRADE/C/CEFACT/2009/8). 

	Schema 
	a data model that represents the relationships of a set of concepts within a domain 

	UN/CEFACT 
	the United Nations Centre for Trade Facilitation and Electronic Business has a mission to improve the ability of business, trade and administrative organizations, from developed, developing and transitional economies, to exchange products and relevant services effectively. 

	XML 
	Extensible Markup Language 

	XML Schema 
	a way to define the structure, content and, to some extent, the semantics of XML documents 


V. The development of a work programme

12.
The UN/CEFACT has developed a global XML Schema (standard) for eCert. This standard is meant to be used by everyone and all electronic certification schemes for all commodities and this naturally includes all the elements of the IPPC phytosanitary certificate.
13.
There is a need for IPPC guidance for electronic phytosanitary certification that takes into account the requirements of ISPM 12 and the UN/CEFACT global SPS Schema for eCert.

14.
A relatively small group of countries has taken the initiative in developing an IPPC compatible Phyto eCert process. This process benefits from the food safety and animal products' electronic certification system that has been officially in use over the past 10 years.

15.
In the last three years there has been an increase in the number of developed and developing countries interested in Phyto eCert and more countries have initiated programmes. The May 2009 workshop highlighted the fact that many of these countries needed a clearer understanding of the process and needed to be working with those already trying to implement an eCert system.

16.
As a result of the discussions participants agreed on the urgent need for a wider range of countries to take ownership of the Phyto eCert process and the development of a joint work programme that would move the process towards a standardized global IPPC Phyto eCert system.
VI. The way forward

17.
So far progress on electronic certification was achieved mainly by work within regions or countries, such as NAPPO member countries, The Netherlands, Australia and New Zealand. However, after the May 2009 workshop, there is now significant involvement of other countries such as Argentina, Brazil, Canada, China, Chile, and Korea.

18.
There are a number of benefits associated with the introduction of an eCert system that include:

· increased preparation time and improved planning by the importing NPPO before the arrival of consignments i.e. electronic certificates are dispatched before or when a consignment departs; 

· the potential to introduce pre-clearance of certification data;

· reduced likelihood of fraud; 

· improved data management including certification business intelligence; 

· greater efficiency within and between NPPOs; 

· improved controls and management; and 
· possible automation of others related processes e.g. assignment of tasks for inspectors or offices.

19.
Given the interest in eCert by an increasing number of countries, it is now necessary to develop a global Phyto eCert standard/system/process for use by all interested countries. Interested countries could develop their Phyto eCert systems on a bilateral basis as the way forward. However, an agreed international Phyto eCert standard/system/process to achieve a multilateral approach is much more desirable because it avoids the need for multiple bilateral agreements, is more cost effective and easier to implement and leads to harmonization.

20.
It is also important to realize that countries currently involved in Phyto eCert have no intention of suggesting a global mandatory Phyto eCert system i.e. it is recognized that countries can maintain the status quo of a paper certification system.

21.
However, it is equally important to realize that once a Phyto eCert agreement is fully implemented, it may ultimately completely replace the paper-based system. Paper and electronic certification systems can run in parallel between two trading partners, and may be required to do so for several years to facilitate the commercial trade sectors, especially given the need for paper copies of phytosanitary certificates for associated financial transactions.

22.
Although there may be cost benefits to introducing Phyto eCert in the medium to long term, many countries may find it difficult to recognize and realize cost savings in the short term.

23.
Furthermore, during the meeting of the 21st Technical Consultation (TC) among RPPOs in Uganda in December 2009, the TC believed it could play a significant role in moving this initiative forward, should it become part of the CPM work programme.

24.
A number of countries interested in Phyto eCert are not currently directly involved but they could benefit from any outputs and communications on the subject, should it become part of the CPM work programme.

VII. Suggested CPM work programme

25.
An agreed work programme for workshop participants was developed to ensure this process continued to move forward and had maximum country participation while covering all elements involved in Phyto eCert.

26.
First task - developing a phytosanitary XML Schema to facilitate the operation of an effective global Phyto eCert system. Some countries have already developed draft XML Schemas and agreed to work together to develop a common draft and to begin field testing. A number of the eCert active developing countries agreed to assist in this process.

27.
Second task - establishing the business rules through which the Phyto eCert system will function. This activity will confirm the appropriate data elements from ISPM 12 (and those associated in ISPM 7) to ensure they are clearly understood and well defined for the operation of electronic certification globally.

28.
Third task - actual transmission of the data which is a two way process as it involves both the dispatch and retrieval of information in a secure manner. A number of countries have developed the ability to send information but as of May 2009 no country had developed the capacity to receive verified Phyto eCert certification data, although some felt only minor adjustments were necessary to receive an eCert. This activity needs to identify and develop the appropriate specifications for such mechanisms to ensure the security of both the certification data dispatch and retrieval processes. A number of countries agreed to assist in this process and look at some of the prototypes that have already been designed.

29.
Fourth task – develop and publish documentation on eCert in order to facilitate development of eCert capacity by interested countries.

30.
Fifth task – discuss and propose enhancements, monitor changes to the UN/CEFACT SPS Certificate Schema as progress continues on electronic certification.

31.
Given the advances in understanding, technical options and increased need from NPPOs for a global standardised process for electronic phytosanitary certification in the past four years, if CPM agrees, Phyto eCert should become part of the annual work programme. A suggested outcome of this could be the adoption of any Phyto eCert guidelines as an annex to ISPM 12.

32.
The tasks of the suggested work programme are:

· Establishment of CPM virtual expert working groups that will allow the initial work (as detailed in paragraphs 26-30) to continue with broader participation and global recognition within the IPPC framework. These expert working groups will work through e-mail and via internet-based systems such as Skype. Part of this process will include collecting, compiling and sharing experiences, challenges and best practices. Work areas will be established on the IPP to facilitate this work. Any budget or resources necessary to undertake this work will be extra-budgetary.

· Establishment of an annual meeting on Phyto eCert to facilitate this process by sharing developments, best practices and encouraging the involvement of all interested countries. However, extra-budgetary resources will be necessary for this initiative. Initial discussions and feedback suggest that such an annual meeting is possible.
· Encourage RPPOs to become familiar with these developments, to become active in this area and particularly provide coordination and assistance when possible during the field testing phase of the programme. The annual TC-RPPOs has already added electronic certification as a fixed item on their agenda.

33.
The programme would be expected to deliver a draft global standardized approach for the key Phyto eCert system elements described in paragraph 26 to 30 above by December 2010 for field testing in 2011. Phyto eCert systems are already being developed for field testing between some trading partners through bilateral agreements, and indications from at least one donor are that additional resources may be found to field test this process more widely should other trading partners want to implement Phyto eCert earlier than otherwise anticipated

34.
Final documentation on the Phyto eCert process should be available for distribution at CPM-7 (2012). Current proposals for the revision of ISPM 12 have made allowance for the addition of the Phyto eCert documentation as an annex to ISPM 12. However, should CPM decide to develop Phyto eCert as an ISPM, the subject would have to be added to the standard setting work programme and the timeline for possible adoption will need to be adjusted.

35.
The annex to ISPM 12 (Phyto eCert system) will be made available to countries on the IPP as a Phyto eCert Toolkit.

36.
The CPM is invited to:

1. Consider the report on Phyto eCert and recommend improvements in the proposed Phyto eCert work programme as outlined in paragraphs 31-35; 

2. Consider what priority should be given to this work; 

3. Adopt the proposed Phyto eCert work programme with Phyto eCert to be included as an annex to the revised ISPM 12 and to be made available on the IPP as an Phyto eCert toolkit; 

4. Agree to an annual OEWG on Phyto eCert for the next two years, to be funded from extra-budgetary resources, to facilitate the exchange of experiences and improve collaboration and cooperation between interested countries; 

5. Encourage countries and RPPOs to participate fully in the development of the Phyto eCert programme and make resources available as appropriate. 

Annex 1

Schematic representation of the electronic certification process
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